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1. Graylogffis=.

o

o

[e]

O O O O o o

FRE: MBE&E->ZE->0T->E2MTRBAE.

HMEBHEIFEER: —RMEBRAE, MRELK=TMEILRSEMN.
ZHERIEN: syslog, Filebeat, Log4j. LogstashZ,
ZMIEN: UDP, TCP, HTTP. AMQP,

BENXER: REHEE. JHAE. ﬁﬁﬂﬁ%$?§ﬂ’\]ﬁ2§ﬂi’éo
EXER: MFREBAHITIREZRET AT,

XEFIRE: AAIREINGENA :uﬁ’Fﬁ:F

WREE: RIENRDEME

ETERRE: TM*E?EF“%TE?‘*'EHm

2. GraylogZRtigit, Z#FEERs.

o

o

o

(o]

Graylog: 12ff GrayLogii¥MEO, CPU B4,
Elasticsearch: HEXMHRIFANMEENGER, 10 BE,
MongoDB: 7Zfif—Lt GrayLog MECEIS A,
PrometheusAlert: 121t H EEZRS

3. L& Graylog3

(o]

(o]

LRI E

# yum install epel-release -y

# yum install pwgen -y

Z#mongodb

# vim /etc/yum.repos.d/mongodb-org-3.6.repo
[mongodb-org-4.0]

name=MongoDB Repository

NREYE

baseurl=https://repo.mongodb.org/yum/redhat/$releasever/mongodb-

org/4.0/x86_ 64/

gpgcheck=1

enabled=1
gpgkey=https://www.mongodb.org/static/pgp/server-4.0.asc

# T

# yum install -y mongodb-org

# 2o
# systemctl enable mongod

# systemctl start mongod

ZAEElasticsearch



# rpm --import https://artifacts.elastic.co/GPG-KEY-elasticsearch
# graylog3.0 {fffelasticsearch™METF5.6. 1304, HiIXERMRFIRG . x
# vim /etc/yum.repos.d/elasticsearch.repo

[elasticsearch-6.x]

name=Elasticsearch repository for 6.x packages
baseurl=https://artifacts.elastic.co/packages/6.x/yum

gpgcheck=1
gpgkey=https://artifacts.elastic.co/GPG-KEY-elasticsearch
enabled=1

autorefresh=1

type=rpm-md

# MREWN THRIEDL AT UERENNEREBRIR
wget
https://mirrors.huaweicloud.com/elasticsearch/6.5.0/elasticsearch-

6.5.0.rpm

# R
# yum install java

# yum install elasticsearch

#HENECE, REIAVA HOME

#vim /etc/sysconfig/elasticsearch

#JAVA HOME=/usr/share/elasticsearch/jdk # EHEBCHjava homei&id

#
# systemctl enable elasticsearch
#

systemctl start elasticsearch

# BF
# curl -XGET 'http://localhost:9200/'

o Z#Graylog3

$ rpm -Uvh https://packages.graylog2.org/repo/packages/graylog-3.0-
repository latest.rpm

$ yum install graylog-server -y

BRECE, password_secretfllroot_password_sha2 @i, MKENTLERE, REH
BT

# BB E
vim /etc/graylog/server/server.conf



# passworde secretA]IABII&<: pwgen -N 1 -s 96 R[4, TEHMEEMENSE
FXAY

password_secret =

6206 £ZHU2DwuOf9X8fhnvphCd30M70gwLECRRcejvjpieSvVtwu08yHYHIKDi56bAXRvVtC
0Z3xKKiBqyt00XYCgVa0oETBOL

# adminFIFP B4 AL echo -n yourpassword | sha256sum

# E£RfE, BICERA YourPassword

root password sha2 =
e3b0c44298fclcld9afbf4c8996£fb92427ae41e4649b934ca495991b7852b855

# adminFAFHEFE

root_email = "root@example.com"

# BT

root_timezone = Asia/Shanghai

# elasticsearch HXEE
elasticsearch hosts = http://127.0.0.1:9200
elasticsearch_shards =1

elasticsearch replicas = 0

# mongodb HEEE, XEEHEEANENmongodb, ZHIZREWIE
mongodb_uri = mongodb://localhost/graylog

# BFHFsmtp, REN B SHIBERFEsmtphRSS
transport email enabled = true
transport_email hostname = smtp.exmail.gg.com
transport email port = 465
transport _email use auth = true
transport email use_ tls = false
transport email use ssl = true
transport_email auth username = root@example.com
transport email auth password = 123456
transport_email subject prefix = [graylog]
transport email from email = root@example.com

transport email web interface url = http://graylog.example.com

# MEhEER, BE, graylogsthz. xiAHETRENEEE, REEE
http bind_addressBlf],
http bind address = 0.0.0.0:9000

# EIMMMIE, FXERTEB+nginxfRENAIE, FRUASMAMUIIIT, 2B RIEMEZEM
B MNip+port, #: http://FMNip:9000/
http publish uri = http://graylog.example.com/

# http external uri = http://graylog.example.com/ BETHRE, WEEARSE
ficE, FIAMEMhttp publish_uri



# BoBEEFNIREITavalki®
vim /etc/sysconfig/graylog-server

# BEARS
$ systemctl enable graylog-server

$ systemctl start graylog-server

o IhawebTlE
R FEEE, BEEREMIMNipttit, FBAEEIRE http://9MMip:9000, FirILA# Aweb
EhETImE

Graylog - Sign in X +
0t © FR2 | 192.168.106.227
2B B Bk X

& Welcome to Graylog

‘ psemame

Password

BN ZBER
admin
123456
4. Z#Graylog Sidecar (Graylog Collector Sidecar)

Graylog Sidecare— M RERLEEERS, ERATARNAGIKESSE, tiRAEIR, GraylogT
RAHEHTREREENEPNELR ., EXIFHEREMIRE/EN L, Sidecars]AERAR
%5 (WindowsE#1) sFiFREF (LinuxEA) 1B17. #HITEARNEE LT BGRREH ZxE
graylog server

fEgraylog3.0kRASAR, FRJGraylog Collector Sidecar, #£3.0%244 7 Graylog Sidecar, #£E
AXHEPEFRLRES:

o REWSERITRE, RANRRAT, BREgthub L FEBNArom&TRE,



# wget https://github.com/Graylog2/collector-
sidecar/releases/download/1.0.2/graylog-sidecar-1.0.2-1.x86 64.rpm
# rpm -i graylog-sidecar-1.0.2-1.x86_64.rpm

# B ERE

# vim /etc/graylog/sidecar/sidecar.yml

server url: "http://127.0.0.1:9000/api/" # apif97MWithik

# api token WMER, FABAT, tokenEEffwebFEH LFHITFoNEIE
server api token: "ljg26cssvcérjd4gacdbt9oeehOpdvt5ubkaldjocllgImdidog3n”
node name: "graylog-server-localhost" # BEX T RAM

update_interval: 10

send_status: true

# BRAGRS

# graylog-sidecar -service install

# systemctl start graylog-sidecar

# systemctl enable graylog-sidecar
BliEtoken AT

< > C 0O O AKR2| 192.168.106.227:9000/syste
mA o RE 5 ReKER BR

Search Streams Alerts Dashboards Sources System / Sidecars v

Sidecars Overview

The Graylog sidecars can reliably forward contents of log files or Windows EventLog from your servers

e Do you need an API token for a sidecar?[Create or reuse a token for the graylog-sidecar user. ]

Find sidecars ©® Find Reset Include inactive sidecars

There are no sidecars to show. Try adjusting your search filter and/or click on "Include inactive sidecars".




Authentication Management

Configure Graylog's authentication providers and manage the active users of this Graylog cluster.

0 Read more ication in the

Users Edit tokens of user graylog-sidecar

You can create new tokens or delete old ones.

Roles

Configure Provider Order Token Name i test I Create Token

Provider Settings

Filter Filter Reset
1. Sessions

2. API Tokens
3. LDAP/Active Directory

No items to display

4. Passwords
Hide Tokens

5. Admin user

100 203 A

BltbRi eI AFS shgraylog-sidecar 7, F'EJJF 7‘ webﬁ@tﬁiﬂué IJ— TRT, ART
Elﬂ%uz\izs}ma%)_ MIRNBERE. BABELE—beatsinput, EABREER
filebeat#1THERE,

Launch new Beats input

® Global
Should this input start on all nodes

Title

Beats Input

Select a name of your new input that describes it
Bind address
0.0.0.0
Address to listen on. For example 0.0.0.0 or 127.0.0.1
Port
5044
Port to listen or
Receive Buffer Size (optional)
1048576
The size in bytes of the recvBufferSize for network connections to this inp

No. of worker threads (optional)

2

Number of worker threads processing network connections for this input

TLS cert file (optional)

Path to the TLS certificate file

TLS private key file (optional)

AREMBEE Xsidecarifilebeatfc &, AXMECEXRSafilebeat#THERE, HMAZI LE
TEXHbeats input, 1B=Zgraylog3.0, graylogydecarﬂ’]lmuxh}iZKT@, filebeat(3.0hR 4~ Z i
ERiIABEfilebeathy), “EEE%@T% Kfilebeat, ZKRIEEER, BIEAL THIH, H
BETEromEB#TREMIT: BA MEltbit

S: HXEBERETAfilebeat#THERE, WRMAnxlog#HITRE, EFHIFELRNxl0gE
.

# wget https://mirrors.huaweicloud.com/filebeat/6.6.0/filebeat-6.6.0-
x86_64.rpm
# rpm -i filebeat-6.6.0-x86_64.rpm

MXtERokl, AE THEEWebFAE L HITEE



Sidecars Overview

ents of log files or Windows EventLog from your sen

o Do you need an API token for a sidecar? Create or reuse a token for the graylog-sidecar user.

Find sidecars © Find Reset Include inactive sidecars

Name & Status Operating System Last Seen

» Running 3 Linux afew seconds ago

Log Collectors

Manage Log Collectors that you can configure and supervise through Graylog Sidecar and Graylog Web Interface

Find collectors Find  Reset

Name Operating System
filebeat A Linux

nxlog A Linux

nxlog = Windows
winlogbeat

& Windows

Node Id

51201c8b-2029-49df-6790-ddf6cdc7c719

IN0/OutOmsg/s  Help~  Administrator ~

Administration Configuration

Show: = 50

Sidecar Version

1.02

e s [ s mesas

Show:

Actions

EX wore actions -
BN wore actions -
EX wore actions -
EQ wore actions -

XEBHUREARN Lgraylog-serverfI BENBIF, BEXZEHTE X beats inputARSZHipFim
O, {#F5sidecar REZEEIEEIBMAIEEinput, HAIUEFREEREFTEIZEMA.,

Edit Variable ${user.graylog_beats_input}

Name

graylog_beats_input
Type a name for this variable

Description ional

graylogdE X fbeats#i \if 1 ARSS

Type a description for this variable

Content

192.168. 106.227:5044|

Write your variable content

10




< C 0t A TR2|192.168.106.227

imm & oRE R BR

Search  Streams  Alerts  Dashboards  Sources  System/Sidecars v IN0/OutOmsg/s  Help~  Administrator +

verview | AdmINistration:f  Lonmguration
Some words about collector configurations.

0 Read more about the Graylog Sidecar in the documentation.

Name

Collector Configuration Reference

graylog-server-log
Runtime Variables Variables Reference
Configuration color

Use variables to share text snippets across multiple configurations
If your configuration format needs to use lterals like §{foo} , which shall not act as a variable, you will have to write it as ${*$'}

Change color

{foo} .
Collector
${user.graylog_beats_input} graylogiE X ibeats WA [ oetete | e

Configuration

Cal ) o cC

# Needed for Graylog
fields_under_root: true

fields.collector_node_id: ${sidecar.nodeName}
fields.gl2_source_collector: ${sidecar.nodeId}

Filebeat.inputs:
- input tvpe: log

paths:

- /var/log/graylog-server/server.log

10 Type: 100
11 output.logstash:
12 [hosts: ["${user.graylog beats_inputt'] )
13 pathT
14 data: /var/lib/graylog-sidecar/collectors/filebeat/data
15 logs: /var/lib/graylog-sidecar/collectors/filebeat/log

FEERIETRE, TEBEESIEEsidecar#ITIAR, fAGsidecarFeEARMITECE B Ehfilebeat

HITHERE. W

& C O A FR2| 192.168.106.227.

iR 3 RE B ankEs =3

Search  Streams  Alerts  Dashboards s System/Sidecars + IN0/OutOmsg/s  Helpw  Administrator ~

Collectors Administration

The Graylog collectors can reliably forward contents of log files or Windows EventLog from your servers.

o Read more about collectors and how to set them up in the Graylog documentation.

Find sidecars e Find Reset Show: 50 v
() 1 selected Process ~
graylog-servgr-localhost & Apply configuration
filebeat © Running graylog-server-log N
Filter by configuration
[0 nxlog

% _Clear selection

M erayiogserver-log A filebeaton

Linux

Configuration summary
You are going to apply the graylog-server-log configuration for collector & filebeat on Linux to:
EZN

graylog-server-localhost

Are you sure you want to proceed with this action?

Cancel

Confirm

RETEETEweb R E £, BEIREEIRgraylog-serverfI B
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Search  Streams  Alerts  Dashboards  Sources  System v 1

IN0/OutOmsg/s  Help

‘ Type your search query here and press enter. ("not found" AND http) OR http_response_code:[400 TO 404]

Search result Histogram

Found 595 messages in 18 ms, searched in 1 index.

Results retrioved at 2020-06-17 10:09:45. © Year, Quarter, Month, Week, Day, Hour, Minute

600
[P .. ... o |
400
More actions v
200
Fields ~ Decorators
Default Al None | Filter fields 10:04 10:05 10:06

» O beats_type

¥ O filebeat_@metadata_beat M essages

» O filebeat_@metadata_type

> Notupdating ~

10:08 10:09

» O filebeat_@metadata version Timestamp 15 source
> Ofilebeat @timestamp 2020-06-17 10:06:36.240 192-168-106-227
» (O filebeat_beat_hostname —
»
O flebeat_beat name 2020-06-17 10:06:36.239 192-168-106-227
» O filebeat_beat_version ==> user.graylog_beat [in template "70c2bb86-abBc-49bc-bl19-5eafc7e65dfb”
»
O flebeat_collectornode|d 2020-06-17 10:06:36.239 192-168-106-227

» Ofilebeat_host_name

» O filebeat_input_type
ebeatinput o 2020-06-17 10:06:36.239 192-168-106-227

2 is known to legally r

» Ofilebeat_log_file_path Tip: If the fa

b MV il Affenr use <#1if myopt

tionalvar.£oo) tmy t, (myoptionalvar.foo)??
List fields of current page or all fields.

Highlight results 2020-06-17 10:06:36.239 192-168-106-227

5. BeE1& \syslog
o {&Mgraylogfic &

# touch /etc/rsyslog.d/greylog.conf
BN
# cat << EOF > /etc/rsyslog.d/greylog.conf

£y a default value
over the whol

#Bl#rsyslogZIMNL

#URAEEC B X

> *,% @192.168.106.227:1515;RSYSLOG_SyslogProtocol23Format #*x . *x

RFJLinuxPAABERRABAFNNER, eAREMudpiMN, eefNREMtcpth,
192.168.106.227:1515 greylog=AHlAYIpFIUElRO

> EOF #RSYSLOG_SyslogProtocol23Format
&R sys LogMXAETVRNR

o EETME, EFrsysloghkss
# systemctl restart rsyslog

o RETEEIgraylog EHITECE, fEsystem->inputd, RII— T FIHiInput IZBAN THITEEE,
#E3%Syslog UDP



= C d A F&E|192.168.106.227
iEA & BB B RnkEx B2

Search Streams Alerts Dashboards Sources System / Inputs «

Graylog nodes accept data via inputs. Launch or terminate as many inputs as you want here

- Find more inputs &'

1set

Raw/Plaintext TCP
Raw/Plaintext UDP
Syslog AMQP
Syslog Kafka

Syslog TCP

Syslog UDP

no_beats_prefix: false
number_worker_ threads: 2
override source: <empty>
port: 5044

recv_buffer size: 1048576
mifilaunch new input, RERRUTHTEE

& C 1 A FL2|192.168.106.227
EA & RE B RNREX 8%

Launch new Syslog UDP input

Global

Title

Linuxfg352%

Bind address

0.0.0.0

Receive Buffer Size (optional)

262144

No. of worker threads (optional)

2

WERR:
1. port 51515
2. bind addressf#%0.0.0.0 XA
SRRINGE, Rif‘startinput"/BE)
o ABREHNE—BlinuxENLFHTNR, EAERNEAGL, KMEgreylogREREIULE

#WNRrsyslogiRH TENIESE—T

# yum install rsyslog

# systemctl restart rsyslog

# systemctl enable rsyslog

# logger -p mail.info "hello"!

o AR IAULE!



< C 3 A FR2 | 192.168.106.227
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Search  Steams  Alerts  Dashboards  Sources  System ~ In5/0ut5 ms
Search result Histogra Add to dast
Found 1 messages in 115 ms, searched in 1 index ° o —
Results retrieved at 2020-06-17 10:47:20. o Quaren e ! fnute
Add count to dashboard + ‘ .

More actions ~

Fields Decorators

10:43 )44 1046 0:47

Default All  None

» O application_name

» Dtciy Messages |

* Oleve
> B message Timestamp ource
> @source 2020.06-17 10:46:25.613  192-168-106-227
» O timestamp ello
List fields of current page or all fields. = bc9186e0-b044-11ea-aa8f-fa411a06ad00 Permalink  CopyID  Show surrounding messages ~  Test against st
Highlight results
Received by application_name
LinuxAB%4§ on b 22/012ae 8106 oot
Stored in index facility
graylog 0 mail
Routed into streams level
o Allmessage 6

source
192-168-106-227

timestamp
2020-06-17 10:46:25.613 +08:00

6. CESZE
XEIEANEPrometheusAlert
o PrometheusAlert;/Zintc &

# cd /opt/app/PrometheusAlert/conf

# vim app.conf

#EEEIEE TSttt
GraylogAlerturl=http://192.168.106.227:9000

o NhnFEThYalert

< C O A FR2|192.168.106.227
mR % 9E B RNKER O 82

Search Streay Dashboards ~ Sources  System v g Help~  Administrator +]

Manage alert notifications
Notifications let you be aware of changes in your alert conditions status any time. Graylog can send ectly o ystems you use for that purpose.

o Remember to assign the notifications to use in the alert conditions page.

Notifications
These are all configured alert notifications.

© There are o configured notifications,

Notification Find more notifications &

Define the notification that will be triggered from the alert conditions in a stream.

Notify on stream

All messages x v

Notification type

HTTP Alarm Callback v

Graylog Marketplace.



Editing alert configuration

Title

PrometheusAIerd

URL

http://192.168.106.227:8080/graylog3/dingding

The URL to POST to when an alert is triggered

Cancel
o #MkA
¥55038BA: graylog3#EO%t3 grayloghR4ds >= 3.1.x
/graylog3/dingding #t#Graylog3HEHRIEREIFTEIZO, PIHESE (ddurl)

/graylog3/weixin A BGraylog3EEHER AR ZIMEED, XS (wxurl)
/graylog3/feishu W Graylog3HEHERAEITHEO, RS (fsurl)

/graylog3/txdx A BGraylog3EEHER LK ZIBINSEERO, miESE (phone)
/graylog3/txdh 2 Graylog3HEH B AEBNRRIEEO, FIASEN (phone)
/graylog3/hwdx ABcraylog3EEHER A IENTIEEEO, FiESE (phone)
/graylog3/alydx ABGraylog3EEHER LK ZIMEREEEZO, tliESE (phone)
/graylog3/alydh S Graylog3HEHEBRALZIRERBIEEN, FliE5H (phone)
/graylog3/rlydh 2 Graylog3HEHERAEBHKEIEREO, FlLIASE (phone)

RATEROWA: grayloghIFiBEZRONXFES WERERZRO, REROBMASE, A
FMAERREXGTNSHENTERENELE. WREOPIANT S, BRIMERuUr]
PRSHENETERENEE. UT:

/graylog3/dingding?ddurl=https://oapi.dingtalk.com/robot/send?
access_token=xxxxx
/graylog3/weixin?wxurl=https://qyapi.weixin.qgqg.com/cgi-
bin/webhook/send?key=xxxxx
/graylog3/feishu?fsurl=https://open.feishu.cn/open-
apis/bot/hook/XXXXXXXXX
/graylog3/txdx?phone=15395105573
/graylog3/txdh?phone=15395105573
/graylog3/hwdx?phone=15395105573
/graylog3/alydx?phone=15395105573
/graylog3/alydh?phone=15395105573
/graylog3/rlydh?phone=15395105573

B em/E Rl Test Mt T2 EREBIERIZEEE BRI

RAEEUR:



Dummy alert to test notifications

" )
»

> . -
\J 4 e-}///;'r/ %‘(’II/(’)’

5 BT XEgrayloghk4aXIH, KReEAgraylog2f9iz
SCABI5
BEESZ &M ABEE0utOfMemoryErrorABHIFIRE

< C O A FTR2| 192.168.106.227:9000/ale
i A WE D ANKER o BR

Search  Streams | Alerts | Dashboards  Sources  System IN0/OutOmsg/s  Help~  Administrator

P o
Manage alert conditions [ ers | conaiions | oicatons |
Alert conditions define situations that require y ntion. Graylog will check those conditions periodically and notify you when their statuses change. (———

o Read more about alerting in the docu

Conditions
These are all configured alert conditions.

@ There are no configured conditions.

ntation,

New alert condition

Define an alert condition and configure the way Graylog will notify you when that conditio

s satisfied.

o Are the default conditions not flexible enough? You can write your own! Read more about alerting in the documentation.

Condition

Define the condition to evaluate when triggering a new alert
Alert on stream

All messages

Condition type

Field Content Alert Condition v



Create new Field Content Alert Condition

Field Content Alert Condition description

This condition is triggered when the content of messages is equal to a defined value.

Title

A =N ARRSZOutOfMemoryErrorsE
The alert condition title

Field

message
Field name that should be checked
Value
OutOfMemoryError
Value that the field should be checked against
Grace Period
0
Number of minutes to wait after an alert is resolved, to trigger another alert

Message Backlog

L0

E

The number of messages to be included in alert notifications
Search Query (optional)

*
Query string that should be used to filter messages in the stream

(J Repeat notifications (optional)

Check this box to send notifications every time the alert condition is evaluated and satisfied
regardless of its state.

Cancel Save

Field: EMENFE, XESmessage
Value: EEH AT, XEEOutOfMemoryError
Message Backlog: KFZ/ M MERXEIRERN3, LMRHIM=THMKRE
o fHilliEHE& M
# logger -p mail.info "OutOfMemoryError"!

# logger -p mail.info "OutOfMemoryError"!

# logger -p mail.info "OutOfMemoryError"!



ZRWTF:

Stream received messages matching
(Current grace time: 0

minutes)

OutOfMemoryError!

v A

-

’ -~ -
, \j 4 c_%’/ %‘(’Il/(’/
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